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Application Compromise
Data Breach
Data Leak
DDos
Fake Website
Finance Scam - kaanasvnasivu Online
Hacked Website (Defacement)
Hacked Website (Gambling)
Hacked Website (Malware)
Hacked Website (Phishing)
Privileged Account Compromise
Ransomware
Security Misconfiguration
Unauthorised access to information
9039uBovIkd
DNS Zone transfer
Exploiting of known Vulnerabilities
Hacked Website
Mail Phishing
Malicious Logic
Spam
Bruteforce
Command and Control Server
Unauthorised modification of information
Broken access control
Credential Leak
DNS Hijacking
Adware
DoS
Malicious IP
Account Compromise
Malicious Website
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Advanced Persistent Threats
(APTs) and Zero-Day Exploits

AN

Phishing & Social Engineering APTS & ZERO-DAY VULNERABILITIES Insider Threat & Ransomware
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* Phishing & Spear Phishing & Whaling
* Smishing

» Vhishing

* Pharming

* Typosquatting
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Please update your
Spotify password.

Dear Spotify User

We believe the password you use for Spotify may have been
compromised on another service not associated with Spotify. Your
account has not been compromised and your user data is secure.

Just to be safe, we've reset your password.

Please visit www_spotify_con/password-reset/ and change your

password.
CHANGE PASSWORD
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Phishing & Spear Phishing & Whaling
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Luke Johnson <luke jsonB8000@gmail.coms> 420
tome w '

Luke Johnson shared a document

° Luke Johnson (luke.json8000@gmail.com) has invited you to edit the following document:

Hello. Here is the doc that you asked for. Let me know if you need anything else.

E 2025 Department budget Yy

2 Luke Johnson is the owner

‘D Last edited by Luke Johnson 1 hour ago

If you don't want to receive files from this person, block the sender from Drive
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Correct! This is a phishing email.
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Correct! PHISHING

You must have spotted the mismatched domains and truly
unbelievable offer.
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o Give a man a fish and you feed him for a day; teach a
prowered * man to fish and you feed him for a lifetime. But teach
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Fake Website

° SCAMADVISER lSearch a website... Website v+ Q Report a Scam | Help&info | API& DataFeed | ENw

www.nstda.or.th Reviews Visit the site >

is www.nstda.or.th legit or a scam?

What is your feeling about www.nstda.or.th?

Trustscore
1007100

What is this?

Disclaimer

No reviews. Be the first to Review.

Why does www.nstda.or.th have an average to good trust score?

www.nstda.or.th is very likely not a scam but legit and reliable.

Our algorithm gave the review of www.nstda.or.th a relatively high score. We have based this rating on the data we were able to collect about the site on the Internet such as the country in which the website
is hosted, if an SSL certificate is used and reviews found on other websites.

The rating of the website indicates the site is safe to shop and leave your data. However, we cannot guarantee that the site is a scam. Many websites look legit but are in fact fake. Before you shop at a site you
do not know, check the website manually.

Positive highlights Negative highlights
+ This website is deemed to be popular by Tranco with a ranking of 20
+/ The SSL certificate is valid
" This website is (very) old

v This website is safe according to DNSFilter

SHOW DETAILED ANALYSIS
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1. Al Deepfakes 4 3. Al Voice Covers
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Deepfake

@CBSN\EWS

1 QO --

K $20 om Deepfakes of Elon Musk contribute to billions in ;] [ssu1€S New Security
Multinational loses H fraud losses ing Warning As Hackers

deo Conference Sc Brian New, Guest Author, Lexi Salazar, Mike Lozano, Scott Fralicks
Jpdated Fri, November 22, 2024 at 1 n ea

A5 AM GMTs7 - ¢

t ©7  A\lln Attacks

illi 6 mil
i i HKS$200 million (USS2 |
, at which point some ¢’ Generate Key Takeaways . s

She first saw the ad on Facebook. And then again on TikTok. After seeing what

Qr o
m’]jﬂu ﬁﬂm %“ ﬂ]mumm gu 25 mu appeared to be Elon Musk offering an investment opportunity over and over
Y o a % e @ again, Heidi Swan figured it had to be true.
iU (il 921 9 5

Fui 18 fiquisu 2567 - 18:26 u. “Looked just like Elon Musk, sounded just like Elon Musk and | thought it was him,’

said Swan.

She contacted the company behind the pitch and opened an account for more

transfers.

than $10000. The 62-year-old healthcare worker thought she was making a smart
" investmentin cryptocurrency from a businessman and investor worth billions of

k dollars.

Example deepfake video of Elon Musk

fake or real
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https://frankonfraud.com/fraud-trends/uh-oh-yahoo-boys-are-perfecting-their-deepfakes/ https://www.tiktok.com/@user876079147728/video/74006255019596710567?is_from_webapp=1&sender_device=pt&web_id=7421419340686231058
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|
LATEST NEWS Home » Latest News » Local

Deepfake colleagues trick HK clerk into paying HK$200m
2024-02-04 HKT 14:03 Share this story [ X

»)

Deepfake colleagues trick HK clerk into paying HK$200m

] 4 > 00140 4)
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Ekkachan Ratta... ) Sasakorn Pichetjamroen

Finance worker pays out $25 million after video call with deepfake
‘chief financial officer’

LATEST NEWS Home » Latest News * Local

Finance worker pays out $25 million after video call with
Deepfake colleagues trick HIC clerk Inio paying HIKS200m deepfake ‘chief financial officer’
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THE RISE OF

RANSOMWARE ATTACK

Bpre == —

Malware Development Vulnerability Research Administration

Advanced Persistent Threats
(APTs) and Zero-Day Exploits

JAN

APTS & ZERO-DAY VULNERABILITIES Insider Threat & Ransomware
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TCP_SYN_ACK
TEP_AEK

TCP_PUSH
TCP_OTHER

ICHMP
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Outdated Software Misconfigured Unprotected APIs Weak Credentials
Systems
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Lack of Strong Zero Day Unauthorised
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